HEWLETT-PACKARD COMPANY / H i -i i r oA-rTM-r a^o. .^^-r.^..-^ 

^ intellectual Property Administration ^ I ^ V/ O ^ PATENT APPLICATION 

I i vop O Box 272400 

i^^g §Fort Collins, Colorado 80527-2400 ATTORNEY DOCKET NO. 10002477-1 

ro 



IN THE U.S. PATENT AND TRADEMARK OFFICE o 
Patent Application Transmittal Letter a* 



o 



OCOMMISSIONER FOR PATENTS S° 
Washington, D.C. 20231 ^vo 

Sir: " 

Transmitted herewith for filing under 37 CFR 1 .53(b) is a(n): (X) Utility ( ) Design 

(X) original patent application, 
{ ) continuation-in-part application 

iNVENTOR{S): Pieter J. van Zee et a! 
TITLE: Validation And Audit Of E-Media Delivery 



Enclosed are: 

(X) The Declaration and Power of Attorney. ( x) signed { ) unsigned or partially signed 
(X) 6 sheets of drawings {one set) { ) Associate Power of Attorney 
( ) Form PTO-1 449 ( ) Information Disclosure Statement and Form PTO-1 449 
( ) Priority document{s) { ) ( Other) (fee $ ) 



CLAIMS AS FILED BY OTHER THAN A SMALL ENTITY 


(1) 
FOR 


(2) 

NUMBER FILED 


(3) 

NUMBER EXTRA 


(4) 
RATE 


(5) 
TOTALS 


TOTAL CLAIMS 


32 — 20 


12 


X $18 


$ 216 


INDEPENDENT 
CLAIMS 


7 — 3 


4 


X $80 


$ 320 


ANY MULTIPLE 
DEPENDENT CLAIMS 


0 




$270 


$ 0 


BASIC FEE: Design ($320.00 ); Utility ($710.00 ) 


$ 710 


TOTAL FILING FEE 


* 1,246 


OTHER FEES 


$ 


TOTAL CHARGES TO DEPOSIT ACCOUNT 


$ 1,246 



Charge $ 1,246 to Deposit Account 08-2025. At any time during the pendency of this application, 
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 
CFR 1.25. Additionally please charge any fees to Deposit Account 08-2025 under 37 CFR 1.16, 
1.17,1.19, 1.20 and 1 .21 . A duplicate copy of this sheet is enclosed. 



"Express Mail" label no. EL497066312US 
Date of Deposit Oct 23, 2000 



I hereby certify that this is being deposited with the 
United States Postal Service "Express Mail Post 
Office to Addressee" service under 37 CFR 1.10 on 
the date indicated above and is addressed to: 
Commissioner for Patents, Washington, D.C, 



Typed Natrre: Raymond A. Jenjski 




Respectfully submitted, 
Pieter J. van Zee et al 




Raymt 

Attorney/Agent for ApplTcant{s) 
Reg. No. 31,267 

Date: oct 23, 2000 
Telephone No.: (541)715-8441 



Rev 10/00 (TransNew) 



• Attach as First Page to Transmitted Papers - 



10002477 



1 



VALIDATION AND AUDIT OF E-MEDIA DELIVERY 

FIELD OF THE INVENTION 
The present invention relates generally to printers, and more particularly to 
tracking the status and dehvery of e-media. 

BACKGROUND OF THE INVENTION 

The advent of the Internet has opened electronic communication to people 
allover the world. Now, instead of using "snail-mail", i.e., placing letters and pictures 
in envelopes with the postal service and waiting for some period of time for the letters 
and pictures to be delivered, electronic data files, including digital pictures and the 
like, may be sent electronically to a desired recipient. However, the sender is 
generally unable to determine whether the recipient has received and consumed the 
electronic media that has been transferred to him/her, i.e., whether the e-media has 
been interacted with by the receiving party in a particular manner. On-line e-media 
audit and verification are not available. 

Thus, there is a need for a method, computer-readable medium and system for 
providing e-media audit and verification in a digital content delivery service system. 

SUMMARY OF THE INVENTION 
In a digital content delivery service system, the present invention provides a 
method of sending and validating/auditing delivery of e-media. The method includes 
the steps of: obtaining or receiving e-media of a sender or user wherein the sender or 
user has indicated a requested type of delivery of the e-media to a client or receiving 
party; accessing an account of the sender or user to obtain sender or user information; 
sending the e-media to the client or receiving party; and receiving a validation or audit 
of the requested type of delivery upon receipt or consumption of the e-media by the 
client or receiving party. A client here is a software program that is installed on a PC 
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or other device. The client then interacts with the server side part of the solution to 
retrieve the eMedia and to, potentially, provide the validation level required. Where 
the validation or audit of the requested type of delivery is attended by the client or 
receiving party (attended means the end user is physically present and usually 
engaged in requesting the delivery of the eMedia), the validation or audit may include 
means to verify presence such as a biometric signature sent by the client/receiving 
party and/or a user's encrypted/unencrypted Unique IDentifier entered by the 
client/consumer/receiving party to indicate that the e-media has been 
received/consumed. Alternatively, the validation/audit of the requested type of 
deUvery may be unattended by the client/receiving party. The e-media may be 
received/consumed by printing, by viewing, or the Hke. Validation/audit of delivery 
may be separated in time from a time when the content was delivered to the device. 
The system may wait until the next time the end user interacts with it before it sends 
the validation. 

The present invention provides a computer-readable medium having 
computer-executable instructions for sending and validating/auditing delivery of e- 
media by a digital content delivery service system. The computer-executable 
instructions typically include the steps of: obtaining/receiving e-media of a 
sender/user wherein the sender/user has indicated a requested type of delivery of the 
e-media to a client/receiving party; accessing an account of the sender/user to obtain 
sender/user information; sending the e-media to the client/receiving party; and 
receiving a validation/audit of the requested type of delivery upon 
receipt/consumption of the e-media by the client/receiving party. Where the 
validation/audit of the requested type of delivery is attended by the client/receiving 
party, the validation/audit may include, for example, 
a biometric signature sent by the client/receiving party and/or a user's 
encrypted/unencrypted Unique IDentifier entered by the client/consumer/receiving 
party to indicate that the e-media has been received/consumed. Where selected, the 
validation/audit of the requested type of delivery may be unattended by the 
client/receiving party. The e-media may be received/consumed by printing, viewing, 
or the like. 
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The present invention also provides a digital content delivery service system 
for sending and validating/auditing delivery of e-media. The system typically 
includes an interface e-media transfer unit, a validation/audit processing unit, and a 
sender/user account storage unit. The interface e-media transfer unit is arranged to 
communicate with a plurality of senders/users and is coupled to a sender/user account 
storage xmit. The interface e-media transfer unit is programmed to obtain/receive e- 
media of a sender/user wherein the sender/user has indicated a requested type of 
delivery of the e-media to a client/receiving party and to store sender/user information 
and requested type of delivery in the sender/user account storage unit. The 
validation/audit-processing unit is coupled to the interface e-media transfer unit and to 
the sender/user account storage unit. The validation/audit processing unit obtains 
sender/user information and the requested type of delivery from the sender/user 
account storage unit, sends the e-media to the client/receiving party, may audit 
requests to send/receive the e-media, and obtains validation/audit information for 
receipt/consumption of the e-media. The sender/user account storage unit is coupled 
to the interface e-media transfer unit and to the validation/audit processing unit. The 
sender/user account storage unit is utilized for storing sender/user information and a 
requested type of delivery of e-media. Where at least part of the validation/audit 
information of the requested type of delivery may be provided by the client/receiving 
party, the validation/audit information may include a biometric signature sent by the 
client/receiving party and/or a user's encrypted/unencrypted Unique IDentifier 
entered by the client/consumer/receiving party to indicate receipt/consumption of the 
e-media. Where selected, the validation/audit information of the requested type of 
delivery may be automatically provided by a device or devices of the client/receiving 
party such as, for example, a printing device or a viewing device or software acting as 
a proxy or device driver for them. The receipt or consumption of the e-media may be 
achieved by printing, viewing, or the like. 

In another embodiment, the present invention may be implemented by a 
method, in a digital content delivery system, for performing an attended 
validation/audit of delivery of e-media, that includes the steps of: packaging, by the 
sender/user, the e-media and specifying a level of feedback; requesting, by the 
sender/user, a delivery service to deliver the e-media; accessing, by the delivery 
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service, the sender/user account to obtain pertinent information; transmitting, by the 
delivery service, the e-media to the cHent/receiving party; delivering of the e-media to 
a personal computer/device of the client/receiving party; and validating, by the 
client/receiving party, that the e-media has been received. The step of delivering the 
e-media to a personal computer/device of the client/receiving party may include 
informing the delivery service that the e-media was delivered and/or determining a 
desired level of delivery validation. 

The step of delivering the e-media to a personal computer/device of the 
client/receiving party may include informing the delivery service that the e-media was 
delivered and/or verifying utilization by the receiving party. The step of validating, 
by the client/receiving party, that the e-media has been received may include sending, 
by the client/receiving party, a biometric signature and/or entering a user's 
encrypted/unencrypted Unique IDentifier by the client/consumer/receiving party to 
indicate that the e-media has been utilized. 

In another embodiment, the present invention may be implemented by a 
method, in a digital content delivery system, for performing an imattended 
validation/audit of delivery of printed e-media, where the steps include: packaging, by 
the sender, the e-media and specifying the level of feedback; receiving, by the 
delivery service, the e-media delivery request; accessing, by the delivery service, the 
sender/user account to obtain pertinent information; transmitting, by the delivery 
service, the e-media to the client/receiving party; delivering of the e-media to a printer 
of the cUent/receiving party; and validating, by a printer of the client/receiving party, 
that the e-media has been received/consumed. The step of transmitting, by the 
delivery service, the e-media to the client/receiving party may include informing the 
delivery service that the e-media was transmitted and/or determining a desired level of 
delivery validation/audit. The step of delivering the e-media to a personal printer of 
the client/receiving party may include informing the delivery service that the e-media 
was delivered and/or verifying receipt/consumption by the client/receiving party. The 
step of validating, by the printer of the client/receiving party, that the e-media has 
been received/consumed may include automatically sending, by the printer of the 
client/receiving party, a biometric signature and/or automatically entering a user's 
encrypted/unencrypted Unique IDentifier by the printer of the 
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client/consumer/receiving party to indicate that the e-media has been 
received/consumed. 

In another embodiment, the present invention may be implemented as a method, in a 
digital content delivery system, for performing an unattended validation/audit of 
5 delivery of e-media, where the steps include: packaging, by the sender/user, the e- 
media and specifying, by one of: the sender/user and a client/receiving party, the level 
of feedback; requesting, by the sender/user, the delivery service to deliver the e- 
media; accessing, by the delivery service, the sender/user account to obtain pertinent 
information; transmitting, by the delivery service, the e-media to the client/receiving 

10 party; delivering of the e-media to a consumption device of the client/receiving party; 
and validating, by the consumption device of the client/receiving party, correct 
delivery of the e-media. The pertinent information may include at least one of: a 
user's encrypted/unencrypted Unique IDentifier; identification of the e-media; and a 
desired level of delivery validation/audit feedback. The step of validating, by the 

15 consumption device of the client/receiving party, the correct delivery of the e-media 
may include validating a user's encrypted/unencrypted Unique Identifier. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Figure 1 is a flow chart showing one embodiment of steps of a method of 
20 sending and validating/auditing delivery of e-media in accordance with the present 
invention. 

Figure 2 is a block diagram of one embodiment of a computer-readable 
medium having computer-executable instructions for sending and validating/auditing 
delivery of e-media by a digital content delivery service system in accordance with 
25 the present invention. 

Figure 3 is a block diagram of one embodiment of a digital content delivery 
service system for sending and validating/auditing delivery of e-media in accordance 
with the present invention. 

Figure 4 shows a flow diagram of one embodiment of a method for providing 
30 attended validation of e-media in a digital content delivery system in accordance with 
the present invention. 
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Figure 5 shows a flow diagram of one embodiment of a method for providing 
imattended vahdation of printed e-media in a digital content delivery system in 
accordance with the present invention. 

Figure 6 shows a flow diagram for one embodiment of a method for 
performing an unattended validation/audit of delivery of e-media in a digital content 
delivery system in accordance with the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
The present invention provides a method, a computer-readable medium and a 
digital content delivery system for validating or auditing delivery of electronic media, 
i.e., e-media. The sender or user may specify a requested type of delivery for the e- 
media. Then, the digital content delivery system either obtains the e-media from the 
sender/user or receives the e-media from the sender/user. After checking the 
sender/user's account for pertinent information, the digital content delivery system 
sends the e-media to the client or receiving party, tracks the client's or receiving 
party's receipt/consumption of the e-media, and provides a validation or audit of the 
receipt/consumption. Such a system provides specific information to the sender/user 
with respect to the client's/receiving party's interaction with the e-media, providing a 
valuable service, for example, for publishers who want to know what articles or 
advertisements the client/receiving party reviewed. Typically, the specific 
information may include, for example, the time that the client/receiving party 
interacted with the e-media, which portions of the e-media were reviewed by the 
client/receiving party, whether the e-media was printed, whether the printing 
operation was successful, how many copies were printed, and the like. Where 
desired, the e-media may be unforwardable, e.g., packaged to be transmittable only to 
a particular computer, in order to limit the distribution to clients/receiving parties who 
have arranged to pay to receive the information. Packaging is the process wherein the 
server side software combines the eMedia being delivered along with other 
instructions, encodings, etc. and incorporates them into a single logical object — 
similar to the way an email message with attachments comes across as a single object. 
This allows the server side system as well as any client software to deal with the 
entire object as a single entity. 
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The sender/publisher may specify whether it is necessary for a specific 
individual, a designated individual, or any individual to be present to receive the 
electronic material being sent. A query of the e-media's location and status is 
available to the sender/publisher at any time. The sender typically also specifies the 
level of feedback desired for the specific e-media being sent. Some choices may 
include determining if the document/material was printed, how long did it take for the 
electronic material to reach the client's system, or did the end user interact with the 
content of the e-media for a period of time before responding that it was received. 
For example, with respect to email, a sender may decide on its own to originate 
content and send it to the receiving party, requesting validation and/or audit. Also, 
with respect to the Internet, a receiving party may request validation and/or audit 
when it requests content from a sender. 

Clearly, validation and audit are different. Validation indicates that delivery 
was obtained. For example, validation may be implemented by using sensors that 
indicate ink hitting paper, paper landing in the output tray, and the like. Audit 
indicates a record of the chain of delivery events along the way, e.g., a request to 
obtain content, content arrived, printing of content initiated, printing of content 
completed, and the like. Receiving parties as well as senders may request validation 
and/or audit since receiving parties may desire an audit trail for their own purposes, 
such as remuneration, studies, and the like. 

Where the receiving party attends validation of e-media delivery, the 
sender/publisher may specify numerous options about which individual may receive 
the e-media. This may include requiring that a imique encrypted identification code 
be entered in order to receive the e-media, that a biometric signature be entered to 
obtain the e-media, or that material of a less sensitive nature may be claimed by any 
individual with an account on the designated device. A complex or simple response 
of receipt may also be required. As with the unattended version, levels of feedback 
about the e-media's tractability may also be established by the sender/publisher. The 
tracing information may be "packaged" with the e-media and sent to the digital 
content delivery service. The delivery service gathers the pertinent components to 
fulfill the sender's request. Where desired, the e-media may be sent by the 
sender/user to the digital content delivery service. Alternatively, as is known in the 
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art, the digital content delivery service may be arranged to "pull" the e-media from 
the sender/user. The e-media may then be transmitted to the client/receiving party. If 
there has been an authentication of recipient request from the sender, a biometric 
signature from the recipient may be necessary to receive the e-media. Whatever 
criterion was established by the sender for the recipient must be observed in order to 
obtain the e-media. There are many ways that may be used to specify what is to be 
tracked. In one embodiment, a device may select always reporting an event and a 
server may decide whether to record the event or not. 

Once the e-media has been received by the intended addressee, a confirmation 
of acceptance is initiated by the recipient. The confirmation may be performed in 
numerous ways. Some examples include, but are not limited to, scanning of an 
embedded code on the e-media, entering a unique key code found on the e-media, or 
playing, showing or executing the e-media itself This confirmation information is 
received by the client from the user/appliance interface and transmitted back to the 
digital content delivery service. The delivery service then notifies the sender that 
their transaction is complete. 

In a digital content delivery service system, the present invention provides a 
method of sending and validating/auditing delivery of e-media. As shown in Figure 
1, the method 100 includes the steps of obtaining/receiving 102 e-media of a 
sender/user wherein the sender/user has indicated a requested type of delivery of the 
e-media to a client/receiving party; accessing 104 an account of the sender/user to 
obtain sender/user information; sending 106 the e-media to the client/receiving party; 
and receiving 108 a validation/audit of the requested type of delivery upon 
receipt/consumption of the e-media by the client/receiving party. Clearly, the e-media 
may be "pulled" from the sender/user, or ahematively, may be sent to the delivery 
system by the sender/user. E-media may be transmitted using wireless devices, or 
alternatively, may be sent using land lines such as, for example, telephone lines, cable 
connections and the like. 

Where validation/audit of the requested type of delivery is attended by the 
client/receiving party, i.e., the client/receiving party provides at least part of 
information for the validation/audit, the validation/audit may include a biometric 
signature sent by the client/receiving party and/or a user's encrypted/unencrypted 
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Unique IDentifier entered by the client/consumer/receiving party to indicate that the 
e-media has been received/consumed. In another embodiment, the vaUdation/audit of 
the requested type of dehvery may be unattended by the cHent/receiving party. The e- 
media is received/consumed by printing or may be received/consumed other than by 
printing, e.g., by viewing. 

Figure 2 is a block diagram of one embodiment of a computer-readable 
medium 200 having computer-executable instructions for sending and 
vaUdating/auditing delivery of e-media by a digital content delivery service system in 
accordance with the present invention. In one embodiment, the computer-executable 
instructions include the steps of: obtaining/receiving 202 e-media of a sender/user 
wherein the sender/user has indicated a requested type of delivery of the e-media to a 
client/receiving party; accessing 204 an account of the sender/user to obtain 
sender/user information; sending 206 the e-media to the client/receiving party; and 
receiving 208 a validation/audit of the requested type of delivery upon 
receipt/consumption of the e-media by the client/receiving party. Where the 
validation/audit of the requested type of delivery is attended by the client/receiving 
party, the validation/audit may include a biometric signature sent by the 
client/receiving party and/or a user's encrypted ID Unique IDentifier entered by the 
client/consumer/receiving party to indicate that the e-media has been 
received/consumed. Alternatively, the validation/audit of the requested type of 
delivery may be unattended by the client/receiving party, and validation/audit is 
carried out automatically by the digital content delivery service system. The e-media 
may received/consumed by printing, viewing, audio presentation or the like. 

Figure 3 is a block diagram of one embodiment of a digital content delivery 
service system 300 for sending and validating/auditing delivery of e-media in 
accordance with the present invention. The digital content delivery service system 300 
includes an interface e-media transfer unit 302, a validation/audit processing unit 304, 
and a sender/user account storage unit 306. The interface e-media transfer unit 302 is 
arranged to communicate with at least one of: a plurality of senders/users and other 
digital content delivery service system/systems and is coupled to a sender/user 
account storage unit 306 and a validation/audit processing unit 304. The interface e- 
media transfer unit 302 is programmed to obtain/receive e-media of a sender/user 
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wherein the sender/user has indicated a requested type of delivery of the e-media to a 
client/receiving party and to store sender/user information and requested type of 
delivery in the sender/user account storage unit. The validation/audit processing unit 
306 is coupled to the interface e-media transfer unit 302 and to the sender/user 
5 account storage unit 304. The validation/audit processing unit 306 obtains 

sender/user information and the requested type of delivery from the sender/user 
account storage unit 304, sends or transmits the e-media to the client/receiving party, 
and obtains validation/audit information for receipt/consumption of the e-media. 
Consumption means interaction of the client/receiving party with the e-media. The 
10 sender/user account storage unit 304 is coupled to the interface e-media transfer unit 
302 and to the validation/audit processing unit 306, The sender/user account storage 
\mit 304 stores sender/user information and the requested type of delivery of e-media 
by the sender/user. 

If at least part of the validation/audit information of the requested type of delivery is 
1 5 provided by the client/receiving party, the validation/audit information may include, 
for example, a biometric signature sent by the client/receiving party and/or a user's 
encrypted Unique IDentifier entered by the client/consumer/receiving party to 
indicate receipt/consumption of the e-media. Alternatively, the validation/audit 
information of the requested type of delivery may be automatically provided by a 
20 device/devices of the client/receiving party. For example, a printer of the 

client/receiving party may receive the e-media, print out the e-media, determine that 
the entire e-media was printed and send the vahdation information to the delivery 
system. The receipt/consumption of the e-media may be achieved by printing, 
viewing electronically, outputting audio or the like. 
25 The digital content delivery system unit represented by 300 may be chained 

together such that there maybe many storage points, many interfaces/transfer units, 
and many validation/audit units participating between the sender and the receiving 
party. 

An example of one embodiment of a method 400 for providing attended 
30 validation of e-media in accordance with the present invention is illustrated in Figure 
4: (1) packaging 402, by the sender, the e-media and specifying the level of feedback; 
(2) requesting 404, by the sender/user, the delivery service to deliver the e-media; (3) 
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accessing 406, by the delivery service, the sender/user account to obtain pertinent 
information; (4) transmitting 408, by the delivery service, the e-media to the 
client/receiving party; (5) delivering 410 of the e-media to a personal computer/device 
of the client/receiving party; and (6) validating 412, by the client/receiving party, that 
5 the e-media has been received. 

The step of packaging 402 typically indicates that the level of feedback may 
be one of: receiving an indication that e-media is printed, receiving a response to an 
audit path query with respect to progress, or receiving a report when the e-media is 
utilized. The step of accessing 406 the sender/user account for pertinent information 

10 may include validating an encrypted user key and a Unique IDentifier (UID), 

identifying the e-media to be sent, providing designated feedback, and/or informing 
the sender/user upon e-media utilization. 

A UID is often a unique number used to identify an object. In one 
embodiment, the UID is computed by adding the time and date to the network 

15 adapter's internal serial number. Standard applications, such as word processors and 
spreadsheets, may be written to expose their internal functions as objects, allowing 
them to be "automated" instead of manually selected from a menu. For example, a 
script may be written to extract data from a database, summarize and chart it in a 
spreadsheet and place the results into a text document. In addition, applications may 

20 invoke objects called controls that blend in and become just another part of the 
program. Third-party, ready-made controls have been created that may be 
downloaded from the Internet, for example, to make a Web page perform desired 
processing. Often, the UID is not entered by a user directly since it would usually be 
impractical to do so. However, many UIDs can be provided by or entered by a user, 

25 such as an email address. 

The step of delivering 410 of the e-media to a personal computer/device of the 
client/receiving party may include informing the delivery service that the e-media was 
delivered, determining a desired level of delivery validation, and/or verifying 
utilization by the receiving party. The step of validating 412, by the client/receiving 

30 party, that the e-media has been received may include sending, by the client/receiving 
party, a biometric signature or entering a user's encrypted UID by the 
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client/consumer/receiving party to indicate that the e-media has been 
utihzed/consumed. 

Where the e-media is pubHshed by being transmitted to a device for printing 
without intervention/direct receipt by the receiving party, and vaUdation is desired by 
5 the sender, the sender specifies the desired feedback, which may be "packaged" and 
sent to the Digital content delivery service along with the actual documents. The 
delivery service receives the package, ascertains which feedback mechanisms are 
requested and implements the tracking/audit process necessary to achieve this 
feedback. The documents are then transmitted to the digital content delivery service 

10 system cHent's PC or other device. The client's device then verifies that the 

document was printed correctly, with either an attached scanning appliance, using a 
checksum verification, or some other mechanism. If the delivery confirmation was 
requested, a feedback message is transmitted from the printer or device, along with 
other information that was specified to the digital content delivery service system 

15 client's PC or other device. The desired feedback is then sent to the e-Media 

publishing services. Here the feedback may be available for the sender to retrieve 
upon a query, or the sender may have specified that he/she wants to the informed 
when the documents are delivered and printed. In the later case, the delivery service 
transmits the delivery information to the original sender/publisher. 

20 An example of one embodiment of a method 500 for providing unattended 

vahdation of printed e-media in accordance with the present invention is illustrated in 
Figure 5. The method includes the steps of packaging 502, by the sender, the e- 
media and specifying the level of feedback; receiving 504, by the delivery service, the 
e-media delivery request; accessing 506, by the delivery service, the sender/user 

25 account to obtain pertinent information; sending/transmitting 508, by the delivery 
service, the e-media to the client/receiving party; delivering 510 of the e-media to a 
printer of the client/receiving party; and validating 512, by the printer of the 
client/receiving party, that the e-media has been received/consumed. The step of 
sending/transmitting 508, by the delivery service, the e-media to the client/receiving 

30 party may include informing the delivery service that the e-media was transmitted 

and/or determining a desired level of delivery validation/audit. The step of delivering 
510 the e-media to the printer of the client/receiving party may include informing the 



10002477 

13 

delivery service that the e-media was delivered and/or verifying receipt/consumption 
by the client/receiving party. 

The step of validating 512, by the printer of the client/receiving party, that the 
e-media has been received/consumed may include, for example, one of: automatically 
5 sending, by the printer of the client/receiving party, a biometric signature; and 
automatically entering a user's encrypted Unique IDentifier by the printer of the 
client/consumer/receiving party to indicate that the e-media has been 
received/ consumed. 

When the e-media is received, but the receiving party is not in attendance, the 

10 sender may specify the desired feedback. The e-media is then "packaged and sent to 
the digital content delivery service. The delivery service determines what audit 
process and delivery validation have been established by the sender and transmits the 
e-media to the recipient. Using techniques such as checksums, a private key 
encrj^tion or the like, verification of delivery may be confirmed. The checksum 

15 values are validated, and the appliance receiving the e-media then sends back a unique 
token, such as an encrypted key, to the digital content delivery service confirming that 
the delivery was complete. Depending on the feedback requested by the 
sender/publisher, the digital content delivery service then reports back to the sender. 
Figure 6 shows one embodiment of a method 600 for performing an 

20 unattended validation/audit of delivery of e-media in a digital content delivery system 
in accordance with the present invention. The method includes: packaging 602, by 
the sender/user, the e-media and specifying by one of: the sender/user and a 
client/receiving party, the level of feedback; requesting 604, by the sender/user, the 
delivery service to deliver the e-media; accessing 606, by the delivery service, the 

25 sender/user account to obtain pertinent information; transmitting 608, by the delivery 
service, the e-media to the client/receiving party; delivering 610 of the e-media to a 
consumption device of the client/receiving parfy; and validating 612, by the 
consumption device of the client/receiving party, correct delivery of the e-media. 
The pertinent information may include, for example, a user's encrypted Unique 

30 Identifier, identification of the e-media, and/or a desired level of delivery 

validation/audit feedback. The step of validating 612, by the consumption device of 
the client/receiving party, the correct delivery of the e-media may include validating a 
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user's encrypted Unique Identifier. The consumption device may be a viewing device 
such as a television monitor, a personal computer viewing screen, may be a printing 
device, an audio device or the Uke. 

Other types of vahdation may, for example, be: 

• sender wants to know that the material was viewed/printed; 

• sender wants acknowledgement from user of receipt; 

• sender wants to know when user received and then interacted with the 
eMedia; 

• sender wants regular updates on status of material (e.g., the HP e-Media 
publishing service has the content and is waiting for the intended 
recipient's device to connect with the service so that it can be delivered; 

• receiving party wants an audit trail of the deliveries made to a system; 

• receiving party wants validation of delivery to a device, e.g., a printer, to 
be tallied to that device's consumables use or to use of the device by a 
particular user's account. 

Although the present invention has been described in relation to particular 
preferred embodiments thereof, many variations, equivalents, modifications and other 
uses will become apparent to those skilled in the art. It is preferred, therefore, that the 
present invention be limited not by the specific disclosure herein, but only by the 
appended claims. 
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CLAIMS 

What is claimed is: 

1 . In a digital content delivery service system, a method of sending and 
validating/auditing delivery of e-media, comprising the steps of: 

5 obtaining/receiving e-media of a sender/user wherein the sender/user 

has indicated a requested type of delivery of the e-media to a client/receiving 
party, wherein the client is a software application; 

accessing an account of the sender/user to obtain sender/user 

information; 

10 sending the e-media to the client/receiving party; and 

receiving a validation/audit of the requested type of delivery upon 
receipt/consumption of the e-media by the client/receiving party. 

2. The method of claim 1 wherein the validation/audit of the requested type of 
delivery is attended by the client/receiving party. 

15 3. The method of claim 2 wherein the validation/audit includes at least one of: 
a biometric signature sent by the client/receiving party; and 
a user's encrypted/unencrypted Unique IDentifier entered by the 

client/consumer/receiving party to indicate that the e-media has been 

received/consumed. 

20 4. The method of claim 1 wherein the validation/audit of the requested type of 
delivery is unattended by the client/receiving party. 

5. The method of claim 1 wherein the e-media is received/consumed by printing. 

6. The method of claim 1 wherein the e-media is received/consumed other than 
by printing. 

25 7. A computer-readable medium having computer-executable instructions for 
sending and validating/auditing delivery of e-media by a digital content delivery 
service system, the computer-executable instructions including the steps of: 

obtaining/receiving e-media of a sender/user wherein the sender/user 
has indicated a requested type of delivery of the e-media to a client/receiving 
30 party, wherein the client is a software application; 

accessing an account of the sender/user to obtain sender/user 
information; 
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sending the e-media to the client/receiving party; and 
receiving a vaUdation/audit of the requested type of delivery upon 
receipt/consumption of the e-media by the client/receiving party. 

8. The computer-readable medium of claim 7 wherein the validation/audit of the 
5 requested type of delivery is attended by the cUent/receiving party. 

9. The computer-readable medium of claim 8 wherein the validation/audit 
includes at least one of: 

a biometric signature sent by the client/receiving party; and 
a user's encrypted/unencrypted Unique IDentifier entered by the 
10 client/consumer/receiving party to indicate that the e-media has been 

received/consumed. 

10. The computer-readable medium of claim 7 wherein the validation/audit of the 
requested type of delivery is unattended by the client/receiving party. 

1 1 . The computer-readable medium of claim 7 wherein the e-media is 
1 5 received/ consumed by printing. 

12. The computer-readable medium of claim 7 wherein the e-media is 
received/consumed other than by printing. 

13. A digital content delivery service system for sending and validating/auditing 
delivery of e-media, comprising: 

20 an interface e-media transfer unit, arranged to communicate with at 

least one of: a plurality of senders/users and other digital content delivery 
service system/systems and coupled to a sender/user account storage unit and 
a validation/audit processing unit, programmed to obtain/receive e-media of a 
sender/user wherein the sender/user has indicated a requested type of delivery 

25 of the e-media to a client/receiving party and to store sender/user information 

and requested type of delivery in the sender/user account storage unit; 

the validation/audit processing unit, coupled to the interface e-media 
transfer unit and to the sender/user account storage imit, for obtaining 
sender/user information and the requested type of delivery from the 

30 sender/user account storage unit, sending the e-media to the client/receiving 

party/other digital content delivery service system/systems, and obtaining 
validation/audit information for receipt/consumption of the e-media; and 
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the sender/user account storage unit, coupled to the interface e-media 
transfer unit and the vahdation/audit processing unit, for storing sender/user 
information and a requested type of delivery of e-media. 

14. The digital content delivery service system of claim 13 wherein at least part of 
5 the validation/audit information of the requested type of delivery is provided by the 

client/receiving party. 

15. The digital content delivery service system of claim 14 wherein the 
validation/audit information includes at least one of: 

a biometric signature sent by the client/receiving party; and 
10 a user's encrypted/unencrypted Unique IDentifier entered by the 

client/consumer/receiving party to indicate receipt/consumption of the e- 
media. 

16. The digital content delivery service system of claim 13 wherein the 
validation/audit information of the requested type of delivery is automatically 

15 provided by a device/devices of the client/receiving party. 

17. The digital content delivery service system of claim 13 wherein the 
receipt/consumption of the e-media is achieved by printing. 

18. The digital content delivery service system of claim 13 wherein the 
receipt/consumption of the e-media is achieved other than by printing. 

20 19. In a digital content delivery system, a method for performing an attended 
validation/audit of delivery of e-media, comprising the steps of: 

packaging, by the sender/user, the e-media and specifying the level of 
feedback; 

requesting, by the sender/user, a delivery service to deliver the e- 

25 media; 

accessing, by the delivery service, the sender/user account to obtain 
pertinent information; 

transmitting, by the delivery service, the e-media to the client/receiving 

party; 

30 delivering of the e-media to a personal computer/device of the 

client/receiving party; and 
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validating, by the client/receiving party, that the e-media has been 
received. 

The method of claim 19 wherein the step of delivering the e-media to a 
personal computer/device of the client/receiving party includes at least one of: 

informing the delivery service that the e-media was delivered; and 

determining a desired level of delivery vaUdation. 
The method of claim 19 wherein the step of delivering the e-media to a 
personal computer/device of the client/receiving party includes at least one of: 

informing the deUvery service that the e-media was deUvered; and 

verifying utilization by the receiving party. 
The method of claim 19 wherein the step of validating, by the chent/receiving 
party, that the e-media has been received includes one of: 

sending, by the client/receiving party, a biometric signature; and 

entering a user's encrypted/unencrj^ted Unique IDentifier by the 
client/consumer/receiving party to indicate that the e-media has been utilized. 
In a digital content delivery system, a method for performing an unattended 
validation/audit of delivery of printed e-media, comprising the steps of: 

packaging, by the sender/user, the e-media and specifying the level of 

feedback; receiving, by the delivery service, the e-media delivery 

request; 

accessing, by the delivery service, the sender/user account to obtain 
pertinent information; 

transmitting, by the delivery service, the e-media to the client/receiving 

party, wherein the client is a software application; 

delivering of the e-media to a printer of the client/receiving party; and 

validating, by the printer of the client/receiving party, that the e-media 
has been received/consumed. 

The method of claim 23 wherein the step of transmitting, by the delivery 
service, the e-media to the client/receiving party includes at least one of: 

informing the delivery service that the e-media was transmitted; and 
determining a desired level of delivery validation/audit. 
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The method of claim 23 wherein the step of dehvering the e-media to the 
printer of the chent/receiving party includes at least one of: 

informing the delivery service that the e-media was delivered; and 
verifying receipt/consumption by the client/receiving party. 
The method of claim 23 wherein the step of validating, by the printer of the 
client/receiving party, that the e-media has been received/consumed includes 
one of: 

automatically sending, by the printer of the client/receiving party, a 
biometric signature; and 

automatically entering a user's encrypted/unencrypted Unique 
IDentifier by the printer of the client/consumer/receiving party to indicate that 
the e-media has been received/consumed. 

In a digital content delivery system, a method for performing an unattended 
validation/audit of delivery of e-media, comprising the steps of: 

packaging, by the sender/user, the e-media and specifying a level of 
feedback; 

requesting, by the sender/user, the delivery service to deliver the e- 

media; 

accessing, by the delivery service, the sender/user account to obtain 
pertinent information; 

transmitting, by the delivery service, the e-media to a client/receiving 

party; 

delivering of the e-media to a consumption device of the 
client/receiving party; and 

validating, by the consumption device of the client/receiving party, 
correct delivery of the e-media. 

The method of claim 27 wherein the pertinent information includes at least 
one of: 

a user's encrypted/unencrypted Unique Identifier; 

identification of the e-media; and 

a desired level of delivery validation/audit feedback. 
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29. The method of claim 27 wherein the step of vaUdating, by the consumption 
device of the cUent/receiving party, the correct dehvery of the e-media includes 
validating a user's encrypted/unencrypted Unique Identifier. 

30. In a digital content delivery system, a method for performing an unattended 
5 validation/audit of delivery of e-media, comprising the steps of: 

packaging, by the sender, the e-media wherein a client/receiving party 
specifies a level of feedback; 

requesting, by the sender/user, the delivery service to deliver the e- 

media; 

10 accessing, by the delivery service, the sender/user account to obtain 

pertinent information; 

transmitting, by the delivery service, the e-media to the client/receiving 

party; 

delivering of the e-media to a consumption device of the 
15 client/receiving party; and 

validating, by the consumption device of the client/receiving party, 
correct delivery of the e-media. 

3 1 . The method of claim 30 wherein the pertinent information includes at least 
one of: 

20 a user's encrypted/unencrypted Unique Identifier; 

identification of the e-media; and 
a desired level of delivery validation/audit feedback. 

32. The method of claim 30 wherein the step of validating, by the consumption 
device of the client/receiving party, the correct delivery of the e-media includes 

25 validating a user's encrypted/unencrypted Unique Identifier. 
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VALIDATION AND AUDIT OF E-MEDIA DELIVERY 

ABSTRACT OF THE DISCLOSURE 

5 The present invention provides a method, a computer-readable medium and a 

digital content delivery service system for sending and validating/auditing delivery of 
e-media. The method includes the steps of: obtaining/receiving e-media of a 
sender/user wherein the sender/user has indicated a requested type of delivery of the 
e-media to a client/receiving party^ wherein the client is a software application; 
10 accessing an account of the sender/user to obtain sender/user information; sending the 
e-media to the client/receiving party; and receiving a validation/audit of the requested 
type of delivery upon receipt/consumption of the e-media by the client/receiving 
party. 



OBTAINING/RECEIVING E-MEDIA OF A SENDER/USER WHEREIN THE 
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E-MEDIA 
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E-MEDIA HAS BEEN RECEIVED/CONSUMED 



500 



Figure 5 



^602 



PACKAGING, BY THE SENDER/USER, THE E-MEDIA AND SPECIFYING THE LEVEL 

OF FEEDBACK 


^ 


^604 


REQUESTING, BY THE SENDER/USER, THE DELIVERY SERVICE TO DELIVER 

THE E-MEDIA 




^606 


ACCESSING, BY THE DELIVERY SERVICE, THE SENDER/USER ACCOUNT TO OBTAIN 

PERTINENT INFORMATION 




^608 


TRANSMITTING, BY THE DELIVERY SERVICE, THE E-MEDIA TO THE 
CLIENT/RECEIVING PARTY 




^610 


DELIVERING OF THE E-MEDIA TO A CONSUMPTION DEVICE OF THE 
CLIENT/ RECEIVING PARTY 




^612 


VALIDATING, BY THE CONSUMPTION DEVICE OF THE CLIENT/RECEIVING PARTY, 

CORRECT DELIVERY OF THE E-MEDIA 
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